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Introduction

Advanced Event Viewer is an award winning application to centrially and manage all Windows

event logsand disk capacity R@F Yy OSR 9@Sy i +AS6SNI R2Say Qi NBIjdzA N
YySGg2N] FTYR A& R2SayQi NBI éxeMNBiewerfeligvasevent2 o06S Ay ai
remotely and isdlly multithreaded The program isa&sy to install and easy to use.

Starting inversion 2you are able to selectreinternal database for small amdedium sized
organizations and any Microsoft SQL Server fediomm to large organizations.

Download Advanced Event Viewer
Advanced Event Viewer can be downloaded from:
http://www.AdvancedEventViewer.com/Download

Evaluate Advanced Event Viewer

Advanced EverViewer can be evaluated for 30 days. The evaluation version is fully functional and
R28Say Qi SELANB 0Sd3d Al R2SayQi ad2L) g2NJAy3I I Fi
Event Viewer after 30 days, the appropriate license is required.

Purchase Advanced Event Viewer

To calculate the number of licenses you need, count the number of systems you have added in
Advanced Event Viewer and each machine you run Advanced Event Viewey. groe.
management workstation)

For more information and to order Advanced Event Viewer, please visit our order site at:
http://www.AdvancedEventViewer.com/Order
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Installation

To install Advanced Event Viewer, simply dotdliek the setup MSI file available from:
http://www.AdvancedEventViewer.com/Download

Advanced Event View& 2 Say Qi NBIljdzANBE |ye |3Syida G2 6S Ayaidl
build in event viewer from Microsoft to retrieve events.

Toinstall Advanced Event Viewggumust be a local administrator on the machine where the
program isnstalledand yas need permissions to read the event logs of the servers that you want to
monitor using Advanced Event Viewer.

The supported operating systems are Windows 2000, XP, 2068, 2068, 2008 R2 and Windows 7,
both x86 and x64.

Installation using the build i n database

Advanced Event Viewer includes a build in database for easy installation. The build in database is
based on the popular SQLite database endittg{//www.sqglite.org). This database is optimized for
small tomedium networkq75+ servers)Advanced Event Viewer also includes support for Microsoft
SQL Server based databases (all versions of Microsoft SQL&berMicrosoft SQL Server Exprgss

During the installation of Advanced Event Viewer, you are aldelect the database you want to
use. After installation you can always modify the database type and location using the Preferences
dialog.

Installation using a Microsoft SQL Server database
Advanced Event Viewer allows you to use all versions of Micr8€ift Server anMicrosoft SQL
Server Express.

During installation you are able to select the database of your choice. If you select Microsoft SQL
Server, Advanced Event Viewer will contact the SQL Server and check if an Advanced Event Viewer
database is abady present (named: AEVDB). If AEVDB is not already available on the selected SQL
Server, Advanced Event Viewer will offer you to create the database automatically.

Please note thamicrosoft SQL Expres8 S F I dzf § O2y FA I dzNI G A 2 ytiorRA&SayYy Qi | f
modify this and allow remote connectiordza S SIQK Servér Surface Area Configurafion

Services and Connectignavailable in:

"%programfiles¥licrosoft SQIServeY90\ SharedSqISAC.exe"

Then go toSQLEXPRES®atabase Engine Remote Canections-> Local ad remote connections

(using TCP/I@  w S a (iSQNBervér KSRLEXPRESS) S NadfactD&e thie 2hange.

Windows Firewall configuration

LT &2dNJ 2 AyR264& { SNISNE |+ NB dziAyJRein®ts o0dzZAft R Ay 2
Administratiof 6 2 A Y R 2 ¢ Remeta BvgnbLo@Méhagemént 62 AYR2 6 &8 HANYy WHDU
in the FirewalExceptiondist.

You can test th¢Event log connection to your server by right clicking on the selected senvtdrd
dManaged Servegdab, ard then seledng GAnalyze Server Connectird
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Using Advanced Event Viewer

This chapter describes the functionality of Advanced Event Viewer. It will show you how easy it is to
add all your servers and configure Advanced Event Viewer to suite your needs.

Advanced Event Viewer tips

Shortcuts
Advanced Event Viewer allows the users to use shortcuts for different actions. Below you can find a
table with some of the important shortcuts:

Shortcut Action

CTRL+P Opens the Preferences panel

ALT + X Closes theAdvanced Event Viewer application
F5 Refresh the event list

F12 Get Events

CTRL + Enter Open the selected event in detail view

Del Remove selected server/event

ALT +R Open Remove Desktop

ALT +E Open Event Viewer

Toolbars

I R yOSR 9 dddiais (Stahdard, Fiidis AReports and Search toolbars) can be disabled or
enabled. Also, you can arrange them as you want, just moving them with the mouse.

‘@lll@ll £ | (D Q b 2 fii Add computers by Name ﬁi Add computers from Active Directory i % Server and Credentials Manager | @ 4" Preferences i
‘TE Enable/Disable Filter ] :\y Manage Filters il j Create a Mew Report | Reports Manager - i[ Find: Previous Mext | Options ~ i

You can change Advanced Event Viewer theme at any time, selecting the theme franttheS & ¢
YSydzz dzaAy3a da! ASNI LYGSNFIFOS {GefS¢ 2LWA2yd | 2dz C

Silver, AEV Theme Luna, AEV Theme Obsidian, AEV Theme Blue, AEV Theme Silver Old, AEV Theme
Olive, AEV Theme Classic, AEV Theme XP and AEV Theme Whidbey.

: !iew|§ervers Events Reports Help
i Show Grid Lines Add computers by Mame ﬁg Add
= . .
v | Sh k Filt = ;

how Quick Filter E - Manage Filters JI L AL
— Show Event Detail III ARV Th i
= Al eme Silver
IE Standard Toolbar AEV Theme Luna
o i

i ez D AEV Theme Obsidian
" Beports Toolbar AEV Theme Blue
i_c ScaEhliEnlia AEV Theme Silver Old
i SEIEler AEV Theme Olive
3 Restore Layout to Default AEV Theme Clasic
§ [E]  View Application Log AEV Theme Xp
» User Interface Style L AEV Theme Whidbey
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Modify Advanced Event Viewer settings
Advance Event Viewer settings can be change anytime. To do that, go to File and select the
Gt NEFSNByOSa¢ 2LIA2YY

@ Advanced Event Viewer

Eile | View Servers Events Reports Help
[;‘: Database Maintenance Wizard

[j{“ Preferences Ctrl+P

Exit Alt+X

Preferences panel
¢ KAA Aa 0K pandl AlsEtRHdS NBhyr@iBdetails, will be describbelow.

Preferences @

Settings General Settings

‘ﬁ General Settings

e

@, Retrieving Options o=z

— Dtz o]

Displaying Options

Piaying -p HTLM templates location

[ "4% Mail Connection Templates), E]
:! Scheduler Temparary Path

Temp',

ﬁ:?_ Miscellaneous E]

&P Disk Capacity Default HTML Template: Default.htm "’]

LF Database Engine

(0]4 l ’ Cancel

General Settings

Ly GKS 3SySNIf asdiGiary3a dGros &2dz Oy Y2RAF& (KS
G¢SYLR2NINE tFdKé YR GUKS a5STFlhdA G I ¢a[ GSYLXFGS¢
f20F0A2y ¢ YR ac¢ S YiadhWNdcliBn on your Kaglk NOIDS ¢0 S K&ESS (a5 S F I dzf |
¢SYLX FGS¢ OFry 0SS OK2aSy FTNBY n RAFFSNByYyd | ¢a[ &S
Retrieving Options Settings

In this tab you can change how Advanced Event Viewer is retrieving the events.
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Events Age

Using this option, yogan select if you want to retrieve all events or only the events from the last
@2dz Oy OK224S (2 NBGNRSOS
0S NBUONARSOSR dzaAy3d a[2FR GKS Y2ad NBO

RIFeod ! fazsz
SoSyida (2

Events Types

Youcy OK22a8$s

G2 NYAYy3EsS

Saa I YR
{ dz00Saa¢ S@PSyid (GeliSa INB y2i NBINASOSRO

Other Options

Here youcandeS O (i
DSG hyta b

ASNIWSNJ aAR

S
S

a

AT 82dz 61yl G2 a!LRIGS 908y

]
>

GKIG 1AYR 2F S$0S8yi
ONNEBNES a! dzRAG { d

€Y G{K2g NBIGNASOAY3I RSOl AT

It

R

FFGSNI UKS S@Syia INBE NBGNRS

t S@Syi

Al t23¢

oA .,

-
Preferences

Displaying Options
[ "qé Mail Connection

\

< Scheduler

ﬁ:?. Miscellaneous

e Disk Capadty

LP Database Engine

Retrieving Options

Events Age

For Mew Servers, retrieve events only from the last Day
(7 Load all events

i@ Load the most recent 300 events
]
Event Types
[ Information Warning [] Audit Success
Critical Error Audit Failure
Qther Options

[ Update Events on Consolidated Mode
Rember last Update / Get Only Mew
Show retrieving detail dialog Clear info on finish

[ Clear Event log on the server side, after the events are retrieved

[l

o ) [ concd

-
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Displaying Options S ettings
Ly GKAa Gl o
| 2yaz2t ARl GSR
| 2dzNJ 9 @Sy G asx

&82dz Oy astsSoi
a2zRS¢ >
G[Fad n

K2g G2 RAALII &
gKIG S@Syi GelLsSa G2 o

| 2 d2N&XE >d [al/ IINNBS/SiI] 59

-

9pSyilaé¢ 2Nl a+xASg it 9@Syildaé¢od
[ Preferences ==
Settings Displaying Options
":} General Other Options

e Disk Capacdty

LP Database Engine

Show Events in Consolidated Mode

Event Types
c:b:. ......... l D Information
=8 Mail Connection

I [¥] Critical
:; Scheduler
ﬁ Miscellaneous Filters

Warning
Error

[] Audit Success
Audit Failure

View filter: [Last Day Events

|| cancel
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Mail Connection Settings
al o

Ly GKA&

82dz KI &S
CNRY LYFT2NXIGA2YVE

480Gdzl) 82dz2NJ {¢cat &
O VoY 108t & SIaARN f e 22 (i AR/ S dd C N 39

SNUSN) | yR

GQSYLJX I GS

OK22aS (KS & wFEDERTNITXTor£8Molbé sent Asdplain text or attached. For the
Gl ¢aé¢ 2LIWA2yT @&2dz Oy &aStSOG | RSTFI dz @
[ Preferences ==
Settings SMTP Setup and E-Mail Options
P ceneral Server and Logon Information

, ¥

=l
@I Retrieving Options

Displaying Options

:3 Scheduler
ﬁ:?_ Miscellaneous

e Disk Capacdty

LP Database Engine

Mail server (SMTP): 23
Username: |:| Use 551
Fassword: Test

Mail From Information

From E-Mail:  AEView Reparter <reporter @aev.com>

T E-Mail:

Report Format: @) PDF EHM D TXT i csv

[] send Message in Plain Text [ Report as Attached file

Default Html Template for E-Mail: | Defauit.htm -
[ OK, l ’ Cancel
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Scheduler Settings

Advanced Event Viewer allows you to retrieve events automatically when the program is running.

Select the Preferences dialod, & O {

_2dz OFy ¢

P

az

{ OKSRdzf SNJ I yR OKSO1

idKS

A9yl

Of AO1 GKS a!dzi2YFGAO wWSGNRSOI t X&
Event Viewer screen). You can also Manage the saved reports or create a new report.

Preferences
Settings

=

¢ General

, ¥

i
@I Retrieving Options
Displaying Cptions

[ é Mail Connection

i)

...............

& Miscellaneous

e Disk Capadty

LP Database Engine

Scheduled Task

Saved Reports

& test

["] Enable automatic retrieval

Hide the retrieving dialog for automatic retrieval

jen)
1

=]

m

(3]

|| cancel

-
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Miscellaneous Settings

In this section you can select the thread priority and the maximum number of threads, how to run
the database maintenance and what kind of Event logs you want to display. You can create a list of
SoSyida KL ( todetridze ot yh@servas (AgdiiRemove or Clear List).

Preferences @

-

Settings Other Options
'!:.', General Retrieving Events
' Retrieving Thread Priority: Maximum threads:
& Retrieving Options
Lower - 50
Displaying Cptions
z:b Mail Connectian Database Maintenance
Run database maintenance on startup
N
<y Scheduler and deanup records older than 7 days -
Hidden Event Logs
=% Disk Capadty Microsoft Cffice Diagnostics Add ...
Microsoft Office Sessions
LF Database Engine Powershell R
Windows PowerShell ==t

Clear List

QK ] ’ Cancel
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Disk Capacity Settings
aAy3a GKAA

2LIA2yT @2dz Oy SylofS

display a warning or an error.

2NJ R

P

Preferences
Settings

'!.', General

' i

Retrieving Options
Displaying Options
[ “c:b Mail Connection

_E} Scheduler

ﬁ? Miscellaneous

Servers Disk Capacity Check

Enable Disk Capacity Check
Show a warning icon if disk is below:

Show an errar icon if disk is below:

20 %

10 %

|| cancel
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Database Engine Settings

|l RO yOSR 9@0Syi4 +*ASgSNI I tft26a &2dz G642 alasS ! ROlLy
{v[AGS RIFGlFIorasS ldzizaYFGAOlIftt& ONBIGSR o6& ! RALY
If you want to use Microsoft SQL Server, you havegderiryour server name, authentication type

and the user and password. After setting up the SQL Server, you will be asked to migrate the existing
data from SQLite to your SQL Server.

P

-

Preferences @

Settings Database Engine Connections

'!.'a General Database Engine
@I Retrieving Options (@) Use Advanced Event Viewer integrated database
Displaying Oplions () Use Microsoft SQL Server

‘a;b Mail Connection JSQLEXPRESS

:3 Scheduler Windows Authentication

ﬂ? Miscellaneous =8

e Disk Capadty

] Test Connection

............................................

K l ’ Cancel

Adding Servers to Advanced Event Viewer
When Advanced Event Viewer isugéed for the first time, it will show you the following dialog;

-

.
‘Welcome to Advanced Event Viewer

Advanced Event Viewer allows you to view all Event Logs of all
systems in your network in a single consolidated list, Please spedify the
systems from which you would like to see the Event Logs.

‘fou can Add computers by Name or select them from the Active Directory.

L{ Add computers by name

9

21 Add computers from Active Directory

Close

Pagel4d
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These options are also available via the menu bar.

Add computers by name

2 KSy @2dz Ot A0] GKS ! RR O2YLJziSNR o6& yIlYSé 2LIAZ2
dialog

r.l‘:\.'dd Server I&1

Server Mame:
FileServeri2 Add Server

Server Group Mame:

MyDomain |E| iﬂ MNew Group

[ spedfy credentials

b

You can entethe name or IP address of any server in your network. Optionally you can specify to

what Server Group you would like to add the servers. Advanced Event Viewer uses the logged on
credentials by default, but also allows you to enter alternate credentlsS y & 2 dz Of A 01 GKS
{ SNBSNE o0dziti2ys ! ROl yOSR 9@Syli +ASoSNIoAff O2ydl
permissions and if the server is available. You can enter as many servers as required. When you click
GKS G/ t2aS¢ 0 dzi (iedvef Wil dsky@urifyod Sadt tOrrigye @verts immediately,

from the servers you added.

Tip: to add the machine where Advanced Event Viewer is installed, simply efter @l f dzS & ®¢ | y |
Oft AO1 GUKS a! RR { SNBSNE odzidz2y o

Add computers using the Activate Dire ctory Browser

2 KSy @2dz Oft A0]1 GKS 4! RR O@vaicetiE®MEiewENE gresenOyolh S 5 A
with a dialog of alDrganizational Unit§OU) of your domain contain computer accounts. You can

simply select a complete OU, or individual sesvi® be added to Advanced Event Viewer.

Pagel5



Analyze server connection

If a server is offline, or it is listed with an exclamation point, you can always analyze the server
{ S NuBiSopdionig yy SOG A 2y

O2yySOiAzy>
OKSO1AyYy3a (KS

dz& A Y 3

GdKS
aSNUSNDa

a!yrteis
K2aidz

resource and registry access permission and WMI connection.

LIAYy3 NBLX & wt/ X

Server Connection Analyzer il
Sepr [ Logon Credential
[pev-winzons User Name: |
Passwword: I
Analyze tasks:
Checking Tasks | Check Result I Result Details |
e e e L e ;I
Fing reply Passed The operation completed successFully
Remote Procedure Call (RPC) (port 135) Passed The operation completed successfully
MetBI0S Session Service (pork 139) Passed The operation completed successfully
File and Printer sharing {port 445} Passed The operation completed successFully
Remote Deskiop service (port 3389) Passed The operation completed successfully
Resource access permission Passed The operation completed successfully
Registry access permission Paszed The operation completed successFully
WAT ronneckinn Fesk Pacaed The nneratinn romnlebed soecescFolle LI
Resulk Details:
Analyze I Close |

Removing servers from Advanced Event Viewer

To remove servers from Advanced Evert S ¢ S NE
idKS

ASNIBSNJ I yR Of A 01
deleted from the Advanced Event Viewer database.

asSt sSoi

iKS

Gal yr3aSR
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View server information from Advanced Event Viewer

|l ROl yOSR 9@Syil ASoSNIIft26a &2dz G2 SGSNAFe @&2dzNJ
Address, Domain, OS Name, OS Version, OS Language, System Type, Processor, Username, Time
%2ySs aSY2NRI ! LIRIFIGS YR YIyd SANDSHNNAY®F 2 NXYdzGQIR2YW £ R
GKS alylF3ISR {SNBSNE (lo 2NJAYy (KS a{SNBWSNm¢ YSyd

Managed Servers &

Quick Actions

W pdd compukers by Mame

s

3_'?-3 Add computers From Ackive Direckary

=2 Server and Credentials Manager
S Server Information

File View |Servers | Events Reports Help

Server List: Default Server List $8| Create a Mew Server T
Caomputer Mame 4
= [v] &* aEv.docal
M Aey-Win2003 fil Add computers by Marme
1M Aeyv-Winz008r2 %34 Add computers from Active Directory
M fey-WinZ006:xE6
Ewent L
CATALTNH-
Remove All Checked Servers
View filter
Remove All Unchecked Servers
|:| Remen
Conso Clear List
In
ﬁ- Server and Credentials Manager
@ Event Log Books SR -
ZventLog | 3 Server Information
i ] - .
lam Managed Servers 2 A G Analyze Server Connection
=1 -]

Retrieving Windows events logs

Advanced Event Viewer automatically detects évent logbooks of your servers. By default,

Windows machines contain the Apgtton, System and Security event log books. But of for example

52YF Ay 02y DingdylS&WNE KNS Saver SOSy G f23 o0221a | NB | f
Advanced Event Viewer will automatically show all event log books that are available. Alstmgvent

0221a ONBIGSR o6& GKANR LI NIG& LINPINFYaA 6F2N SEF YL
event log books)

Manually retrieving events

After you have added atleagty S YI OKAyYyS (G2 ! R@
odziizy 2y G(GKS 49o@sSyd [23 .221a
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Automatic retrieving events

Advanced Event Viewer also allows you to retrieve events automatically wheardigram is

running. Selectthe NEFSNBy O0Sa RAIFIf23> Of A01 { OKSRdzZ SNJ I yR
checkbox, 2dz Oly | faz2 OftAO01l GKS a!dzi2YFIGAO wSUNRSGI
Advanced Event Viewer screen).

rPrEfEFEHCE'S | — * - ﬁ-‘
Settings Scheduled Task
'ta General Saved Reports
&, Retrieving Options
Displaying Options

._“4_-}} Mail Connection
i
<) Scheduler

ﬁ Miscellaneous

= Disk Capadty Edit Remaove
Database Engine
L_F g Enable automatic retrieval

Automatically retrieve events every:

Hide the retrieving dialog for automatic retrieval

[ ox [ conee |

Scheduled event retrieval
Advanced Event Viewer allows you to schedule event retrieval and reporting. To setup, go to
t NEFSNBEYyOSa yR aSt SO0 GKS { OKSRdzZ SNJ GlFoad /€ AO]

Viewing Event Log records
Advanced Evenfiewer supports several ways to view the event logs of your servers. By default, a

single view is presented of all your servers, grouped by event log book (e.g. Application, System,
Security).
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Navigating Event Log records
All retrieved events arpresented in a grid list, grouped per event.ld@u can navigate the different
SPSyid t23 0221a OAlF GKS a9@Syd [23 .2214&¢ RALTf 23

2y Application (10}

.4 Security

__4% System (9)

—w Server Disk Capadity

. HardwareEvents

.4 Internet Explorer

__,;' Key Management Service
.4 Media Center

REEHREEEE

{2] Event Log Books

|__:ﬂ Managed Servers

B|

To view an individual event log, click the event record on the right side of the screen;

Application: Mumber of records in the database: 56 / Mumber of records filtered: 0 / Mumber of records in current view: 10

[AII Types - ] [AII Records - ][AII Sources - ][AII Event IDs V][A" Users - ][AII Computers V]
Type Date and Time Source Category Event User Computer Occurred
l@l Error 10-12-2009 22:13:12  WINWORD Mone a A WTRH 4

You can also double click on areat record to view the event details dialog;
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Use the arrow buttons on the top right of the dialtmnavigate eventsYou can also use the up and
down keys on the keyboard.

Direct link to the Microsoft Knowledge base
If you require more informationrefRAy 3 | aSft SOGSR S@Syix Of A0l GK
.FAaSé FT2NJ Y2NB AYyF2NXIGA2Yy® | ROFYOSR 90Syid +*ASg
start a search in the Microsoft Knowledge Base.

m) [N
o U

Direct link to Google
Advanced Event Viewer carsalautomatically start a search regarding the selected event using
D223tS o0& Of ARAW yE2 2Ff &K St 1y 1S® NO

Direct link to the Event ID database

¢t2 OASE (GKS AYyF2NX¥IFGA2Yy NBIAFNRAYy3a | aSt SOGSR S0S
968y L5 5FLdloladé tAy]®

Open Remote Desktop

To connect to the desktop of the selected machimeRDE  Of A O] GKS dahLISy wSY2dS

Open Event Viewer
I RANBOUG fAYy]l (G2 aAONRaz2F0Qa o0dAfR Ay aAYLIE AaGAC
link.
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