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Introduction  
Advanced Event Viewer is an award winning application to centrally view and manage all Windows 

event logs and disk capacity. !ŘǾŀƴŎŜŘ 9ǾŜƴǘ ±ƛŜǿŜǊ ŘƻŜǎƴΩǘ ǊŜǉǳƛǊŜ ŀƴȅ ƳƻŘƛŦƛŎŀǘƛƻƴǎ ǘƻ ȅƻǳǊ 

ƴŜǘǿƻǊƪ ŀƴŘ ƛǎ ŘƻŜǎƴΩǘ ǊŜǉǳƛǊŜ ŀƎŜƴǘǎ ǘƻ ōŜ ƛƴǎǘŀƭƭŜŘΦ !ŘǾŀƴŎŜŘ Event Viewer retrieves events 

remotely and is fully multithreaded. The program is easy to install and easy to use. 

In version 2.0 you are able to select an internal database for small en medium sized organizations 

and any Microsoft SQL Server for medium to large organizations. 

Download Advanced Event Viewer  
Advanced Event Viewer can be downloaded from: 

http://www.AdvancedEventViewer.com/Download 

 

Evaluate Advanced Event Viewer  
Advanced Event Viewer can be evaluated for 30 days. The evaluation version is fully functional and 

ŘƻŜǎƴΩǘ ŜȄǇƛǊŜ όŜΦƎΦ ƛǘ ŘƻŜǎƴΩǘ ǎǘƻǇ ǿƻǊƪƛƴƎ ŀŦǘŜǊ ол ŘŀȅǎύΣ ƘƻǿŜǾŜǊ ƛŦ ȅƻǳ ǿŀƴǘ ǘƻ ǳǎŜ !ŘǾŀƴŎŜŘ 

Event Viewer after 30 days, the appropriate license is required. 

 

Purchase Advanced Event Viewer  
To calculate the number of licenses you need, count the number of systems you have added in 

Advanced Event Viewer and each machine you run Advanced Event Viewer on (e.g. your 

management workstation) 

For more information and to order Advanced Event Viewer, please visit our order site at: 

http://www.AdvancedEventViewer.com/Order  

 

  

http://www.advancedeventviewer.com/Download
http://www.advancedeventviewer.com/Order
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Installation  
To install Advanced Event Viewer, simply double-click the setup MSI file available from: 

http://www.AdvancedEventViewer.com/Download 

Advanced Event ±ƛŜǿŜǊ ŘƻŜǎƴΩǘ ǊŜǉǳƛǊŜ ŀƴȅ ŀƎŜƴǘǎ ǘƻ ōŜ ƛƴǎǘŀƭƭŜŘ ŀƴŘ ǳǎŜǎ ǘƘŜ ǎŀƳŜ ƛƴǘŜǊŦŀŎŜ ŀǎ ǘƘŜ 

build in event viewer from Microsoft to retrieve events. 

To install Advanced Event Viewer, yo must be a local administrator on the machine where the 

program is installed, and you need permissions to read the event logs of the servers that you want to 

monitor using Advanced Event Viewer.  

The supported operating systems are Windows 2000, XP, 2003, Vista, 2008, 2008 R2 and Windows 7. 

Both x86 and x64. 

Installation using the b uild in database  
Advanced Event Viewer includes a build in database for easy installation. The build in database is 

based on the popular SQLite database engine (http://www.sqlite.org). This database is optimized for 

small to medium networks (75+ servers). Advanced Event Viewer also includes support for Microsoft 

SQL Server based databases (all versions of Microsoft SQL Server and Microsoft SQL Server Express).  

During the installation of Advanced Event Viewer, you are able to select the database you want to 

use. After installation you can always modify the database type and location using the Preferences 

dialog. 

Installation using a Microsoft SQL Server database 
Advanced Event Viewer allows you to use all versions of Microsoft SQL Server and Microsoft SQL 

Server Express. 

During installation you are able to select the database of your choice. If you select Microsoft SQL 

Server, Advanced Event Viewer will contact the SQL Server and check if an Advanced Event Viewer 

database is already present (named: AEVDB). If AEVDB is not already available on the selected SQL 

Server, Advanced Event Viewer will offer you to create the database automatically. 

 

Please note that Microsoft SQL Express ŘŜŦŀǳƭǘ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŘƻŜǎƴΩǘ ŀƭƭƻǿ ǊŜƳƻte connections. To 

modify this and allow remote connections, ǳǎŜ ǘƘŜ άSQL Server Surface Area Configuration for 

Services and Connectionsέ available in: 

"%programfiles%\Microsoft SQL Server\90\Shared\SqlSAC.exe" 

Then go to: SQLEXPRESS -> Database Engine -> Remote Connections -> Local and remote connections 

(using TCP/IP)Φ wŜǎǘŀǊǘ ǘƘŜ άSQL Server (SQLEXPRESS)έ ǎŜǊǾƛŎŜ ǘƻ effectuate the change. 

Windows Firewall configuration  
LŦ ȅƻǳǊ ²ƛƴŘƻǿǎ {ŜǊǾŜǊǎ ŀǊŜ ǳǎƛƴƎ ǘƘŜ ōǳƛƭŘ ƛƴ ²ƛƴŘƻǿǎ CƛǊŜǿŀƭƭΣ ǇƭŜŀǎŜ ŜƴǎǳǊŜ άRemote 

Administrationέ ό²ƛƴŘƻǿǎ нллуύ ƻǊ άRemote Event Log Managementέ ό²ƛƴŘƻǿǎ нллу wнύ ƛǎ ŜƴŀōƭŜŘ 

in the Firewall Exceptions list.  

 

You can test the (Event log) connection to your server by right clicking on the selected server in the 

άManaged Serversέ tab, and then selecting άAnalyze Server ConnectionέΦ   

http://www.advancedeventviewer.com/Download
http://www.sqlite.org/
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Using Advanced Event Viewer  
This chapter describes the functionality of Advanced Event Viewer. It will show you how easy it is to 

add all your servers and configure Advanced Event Viewer to suite your needs. 

Adding Servers to Advanced Event Viewer  
When Advanced Event Viewer is started for the first time, it will show you the following dialog; 

 

These options are also available via the menu bar. 

Add computers by name  

²ƘŜƴ ȅƻǳ ŎƭƛŎƪ ǘƘŜ ά!ŘŘ ŎƻƳǇǳǘŜǊǎ ōȅ ƴŀƳŜέ option, you will be presented with the following 

dialog; 

 

You can enter the name or IP address of any server in your network. Optionally you can specify to 

what Server Group you would like to add the servers. Advanced Event Viewer uses the logged on 

credentials by default, but also allows you to enter alternate credentials. ²ƘŜƴ ȅƻǳ ŎƭƛŎƪ ǘƘŜ ά!ŘŘ 

{ŜǊǾŜǊέ ōǳǘǘƻƴΣ !ŘǾŀƴŎŜŘ 9ǾŜƴǘ ±ƛŜǿŜǊ ǿƛƭƭ ŎƻƴǘŀŎǘ ǘƘŜ ǎŜǊǾŜǊ ŀƴŘ ŎƘŜŎƪ ƛŦ ȅƻǳ ƘŀǾŜ ǘƘŜ ŎƻǊǊŜŎǘ 

permissions and if the server is available. You can enter as many servers as required. When you click 

ǘƘŜ ά/ƭƻǎŜέ ōǳǘǘƻƴΣ !ŘǾŀƴŎŜŘ 9ǾŜƴǘ ±ƛŜǿŜǊ ǿƛƭƭ ŀǎƪ ȅƻǳ ƛŦ ȅƻǳ ǿŀƴǘ ǘƻ ǊŜǘǊƛŜǾŜ ŜǾŜƴǘǎ ƛƳƳŜŘƛŀǘŜƭȅΣ 

from the servers you added. 
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Tip: to add the machine where Advanced Event Viewer is installed, simply enter the valuŜ  ά . έ and 

ŎƭƛŎƪ ǘƘŜ ά!ŘŘ {ŜǊǾŜǊέ ōǳǘǘƻƴΦ 

Add computers using the Activate Directory Browser  

²ƘŜƴ ȅƻǳ ŎƭƛŎƪ ǘƘŜ ά!ŘŘ ŎƻƳǇǳǘŜǊǎ ŦǊƻƳ !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅέ, Advanced Event Viewer will present you 

with a dialog of all Organizational Units (OU) of your domain contain computer accounts. You can 

simply select a complete OU, or individual servers to be added to Advanced Event Viewer. 

Removing servers from Advanced Event Viewer  

¢ƻ ǊŜƳƻǾŜ ǎŜǊǾŜǊǎ ŦǊƻƳ !ŘǾŀƴŎŜŘ 9ǾŜƴǘ ±ƛŜǿŜǊΣ ǎŜƭŜŎǘ ǘƘŜ άaŀƴŀƎŜŘ {ŜǊǾŜǊǎέ ǘŀōΣ ǊƛƎƘǘ click a 

ǎŜǊǾŜǊ ŀƴŘ ŎƭƛŎƪ ǘƘŜ άwŜƳƻǾŜ ǎŜƭŜŎǘŜŘ ǎŜǊǾŜǊΧέ ƻǇǘƛƻƴΦ All events logs of the removed server will 

deleted from the Advanced Event Viewer database. 

Retrieving Windows events logs 
Advanced Event Viewer automatically detects the event log books of your servers. By default, 

Windows machines contain the Application, System and Security event log books. But of for example 

5ƻƳŀƛƴ ŎƻƴǘǊƻƭƭŜǊǎ ǘƘŜ άDirectory Serviceέ ŀƴŘ άDNS Serverέ ŜǾŜƴǘ ƭƻƎ ōƻƻƪǎ ŀǊŜ ŀƭǎƻ ŀǾŀƛƭŀōƭŜΦ 

Advanced Event Viewer will automatically show all event log books that are available. Also event log 

ōƻƻƪǎ ŎǊŜŀǘŜŘ ōȅ ǘƘƛǊŘ ǇŀǊǘȅ ǇǊƻƎǊŀƳǎ όŦƻǊ ŜȄŀƳǇƭŜ ǘƘŜ άCƛƭŜ wŜǇƭƛŎŀǘƛƻƴ {ŜǊǾƛŎŜέ ƻǊ ά5ta !ƭŜǊǘǎέ 

event log books). 

Manually  retrieving events  

After you have added at least one machine to AdvŀƴŎŜŘ 9ǾŜƴǘ ±ƛŜǿŜǊΣ ȅƻǳ Ŏŀƴ ŎƭƛŎƪ ǘƘŜ άDŜǘ 9ǾŜƴǘǎέ 

ōǳǘǘƻƴ ƻƴ ǘƘŜ ά9ǾŜƴǘ [ƻƎ .ƻƻƪǎέ ǘŀōΦ ¸ƻǳ Ŏŀƴ ŀƭǎƻ ǇǊŜǎǎ Cмн ǘƻ ǊŜǘǊƛŜǾŜ ŜǾŜƴǘǎΦ 
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Automatic  retrieving events  

Advanced Event Viewer also allows you to retrieve events automatically when the program is 

running. Select the tǊŜŦŜǊŜƴŎŜǎ ŘƛŀƭƻƎΣ ŎƭƛŎƪ {ŎƘŜŘǳƭŜǊ ŀƴŘ ŎƘŜŎƪ ǘƘŜ ά9ƴŀōƭŜ ŀǳǘƻƳŀǘƛŎ ǊŜǘǊƛŜǾŀƭέ 

checkbox. ̧ ƻǳ Ŏŀƴ ŀƭǎƻ ŎƭƛŎƪ ǘƘŜ ά!ǳǘƻƳŀǘƛŎ wŜǘǊƛŜǾŀƭΧέ ƭŀōŜƭ ƛƴ ǘƘŜ {ǘŀǘǳǎ .ŀǊ όƻƴ ǘƘŜ ōƻǘǘƻƳ ƻŦ ǘƘŜ 

Advanced Event Viewer screen). 

 

 

Scheduled event retrieval  

Advanced Event Viewer allows you to schedule event retrieval and reporting. To setup, go to 

tǊŜŦŜǊŜƴŎŜǎ ŀƴŘ ǎŜƭŜŎǘ ǘƘŜ {ŎƘŜŘǳƭŜǊ ǘŀōΦ /ƭƛŎƪ ǘƘŜ άbŜǿέ ōǳǘǘƻƴ ƛƴ ǘƘŜ ά{ŀǾŜŘ wŜǇƻǊǘǎέ ŦǊŀƳŜΦ 

 

Viewing Event Log records  
Advanced Event Viewer supports several ways to view the event logs of your servers. By default, a 

single view is presented of all your servers, grouped by event log book (e.g. Application, System, 

Security). 

Navigating Event Log records  

All retrieved events are presented in a grid list, grouped per event log. You can navigate the different 

ŜǾŜƴǘ ƭƻƎ ōƻƻƪǎ Ǿƛŀ ǘƘŜ ά9ǾŜƴǘ [ƻƎ .ƻƻƪǎέ ŘƛŀƭƻƎΦ 
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To view an individual event log, click the event record on the right side of the screen; 

 

You can also double click on an event record to view the event details dialog; 
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To navigate events, use the arrow buttons on the top right of the dialog. You can also use the up and 

down keys on the keyboard. 

Direct link to the Microsoft Knowledge base  

If you require more information regarding a selected event, click ǘƘŜ ά[ƻƻƪ ƛƴ aƛŎǊƻǎƻŦǘ YƴƻǿƭŜŘƎŜ 

.ŀǎŜέ ŦƻǊ ƳƻǊŜ ƛƴŦƻǊƳŀǘƛƻƴΦ !ŘǾŀƴŎŜŘ 9ǾŜƴǘ ±ƛŜǿŜǊ ǿƛƭƭ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ƻǇŜƴ ȅƻǳǊ ǿŜō ōǊƻǿǎŜǊ ŀƴŘ 

start a search in the Microsoft Knowledge Base. 

Direct link to Google  

Advanced Event Viewer can also automatically start a search regarding the selected event using 

DƻƻƎƭŜ ōȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ ά{ŜŀǊŎh ƻƴ DƻƻƎƭŜέ ƭƛƴƪΦ 

Direct link to the Event ID database  

¢ƻ ǾƛŜǿ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ǊŜƎŀǊŘƛƴƎ ŀ ǎŜƭŜŎǘŜŘ ŜǾŜƴǘ ǳǎƛƴƎ ǘƘŜ 9ǾŜƴǘ L5 ŘŀǘŀōŀǎŜΣ ŎƭƛŎƪ ǘƘŜ ά[ƻƻƪ ƛƴ 

9ǾŜƴǘ L5 5ŀǘŀōŀǎŜέ ƭƛƴƪΦ 

Open Remote Desktop  

To connect to the desktop of the selected machine via RDPΣ ŎƭƛŎƪ ǘƘŜ άhǇŜƴ wŜƳƻǘŜ 5ŜǎƪǘƻǇέ ƭƛƴƪΦ 

Open Event Viewer  

! ŘƛǊŜŎǘ ƭƛƴƪ ǘƻ aƛŎǊƻǎƻŦǘΩǎ ōǳƛƭŘ ƛƴ ǎƛƳǇƭƛǎǘƛŎ ŜǾŜƴǘ ǾƛŜǿŜǊ ƛǎ ŀǾŀƛƭŀōƭŜ Ǿƛŀ ǘƘŜ άhǇŜƴ 9ǾŜƴǘ ±ƛŜǿŜǊέ 

link.  
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Add to filter  

Advanced Event Viewer retrieves all events of your servers. By default, only Warning, Error, Audit 

Failure and Critical events are retrieved and displayed. To filter out any event you do not want to see 

ŀƴȅƳƻǊŜΣ ŎƭƛŎƪ ǘƘŜ ά!ŘŘ ǘƻ ŦƛƭǘŜǊέ ƭƛƴƪΦ 

To modify the ŦƛƭǘŜǊΣ ŎƭƛŎƪ ǘƘŜ άaŀƴŀƎŜ CƛƭǘŜǊǎέ ƭƛƴƪ ƛƴ ǘƘŜ ƳŜƴǳ ōŀǊΦ 

Wildcards are supported. E.g. Event Source: *exchange*  Will filter out all events with Exchange in the 

event source). Event filters are not case sensitive. 

Modifying the view  
Using the View filter, Advanced Event Viewer allows you to view the events of the selected period; 

 

By default, Advanced Event Viewer will consolidate repeated events. To modify this behavior, 

ǳƴŎƘŜŎƪ ǘƘŜ ά/ƻƴǎƻƭƛŘŀǘŜ ±ƛŜǿέ ŎƘŜŎƪōƻȄΦ 

 

Events that occur repeatedly will be shown once in Advanced Event Viewer by default. The 

άhŎŎǳǊŜŘέ ŎƻƭǳƳƴ ǿƛƭƭ ǎƘƻǿ ȅƻǳ Ƙƻǿ Ƴŀƴȅ ǘƛƳŜǎ ǘƘŜ ŜǾŜƴǘ ƻŎŎǳǊŘΦ  
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Consolidation of events is per server. The Event Type, Source, Category, Event ID, etc are used to 

consolidate events. To also include the Eveƴǘ 5ŜǎŎǊƛǇǘƛƻƴΣ ŎƘŜŎƪ ǘƘŜ άLƴŎƭǳŘŜ ŜǾŜƴǘ ŘŜǎŎǊƛǇǘƛƻƴέ 

checkbox. 

Quick Filters  

The Quick Filters option allows you to set quick filters on the events list.  

 

9ȄŀƳǇƭŜ ǎƘƻǿƛƴƎ ŜǾŜƴǘǎ ŦǊƻƳ ǳǎŜǊ ά[h/![ {9w±L/9έΤ 

 

 

Event Log Types (application, security, etc)  
Advanced Event Viewer automatically detects all event log books available on your servers. To 

navigate the events, click an event log book on the left side of the screen; 
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Monitoring disk capacity  
Advanced Event Viewer also monitors the disk capacity of ȅƻǳǊ ǎŜǊǾŜǊǎΦ /ƭƛŎƪ ƻƴ ά{ŜǊǾŜǊ 5ƛǎƪ 

/ŀǇŀŎƛǘȅέ ǘƻ ǾƛŜǿ ǘƘŜ ŀǾŀƛƭŀōƭŜ Řƛǎƪ ŎŀǇŀŎƛǘȅ ƻŦ ŀƭƭ ǎŜǊǾŜǊǎ ŀŘŘŜŘ ǘƻ !ŘǾŀƴŎŜŘ 9ǾŜƴǘ ±ƛŜǿŜǊΦ 

 

You will be presented with the following overview of the available disk capacity of your servers 

 

When you double-click on a record, Windows Explorer will be opened to the selected disk. 

 

Folder Tree Size Scanner 

Advanced Event Viewer also includes a build in Tree Size scanner allowing you to see what directories 

or files are using up disk space on the selected server. To ƻǇŜƴΣ ŎƭƛŎƪ ǘƘŜ άCƻƭŘŜǊ ¢ǊŜŜ {ƛȊŜ {Ŏŀƴέ 

button in the menu bar; 

 

¢ƻ ǎŎŀƴ ǘƘŜ ǎŜƭŜŎǘŜŘ ŘƛǎƪΣ ŎƭƛŎƪ ǘƘŜ ά{Ŏŀƴέ ōǳǘǘƻƴ 
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Using the frame on the right, you will be able to perform actions like deleting the selected file or 

folder. 
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Filtering event records  
!ŘǾŀƴŎŜŘ 9ǾŜƴǘ ±ƛŜǿŜǊ ŀƭƭƻǿǎ ȅƻǳ ǘƻ ŦƛƭǘŜǊ ǊŜŎƻǊŘǎΦ ¢ƻ ŦƛƭǘŜǊ ŀ ǊŜŎƻǊŘΣ ǎŜƭŜŎǘ ƛǘ ŀƴŘ ŎƭƛŎƪ ǘƘŜ ά!ŘŘ ǘƻ 

CƛƭǘŜǊέ ōǳǘǘƻƴΦ

 

 

Mark as Reviewed  
¸ƻǳ Ŏŀƴ aŀǊƪ ŀƴ ŜǾŜƴǘ ŀǎ wŜǾƛŜǿŜŘ Ǿƛŀ ǘƘŜ άaŀǊƪ LǘŜƳǎ ŀǎ wŜǾƛŜǿŜŘέ ƻǇǘƛƻƴ 

 

Creating reports  
Advanced Event Viewer includes a build in Reports Manager to create and schedule reports of your 

ǎŜǊǾŜǊǎΦ ¦ǎŜ ǘƘŜ ά/ǊŜŀǘŜ ŀ bŜǿ wŜǇƻǊǘέ button to start the Report Wizard; 
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Follow all steps in the wizard. The άwŜǇƻǊǘ CƻǊƳŀǘέ page, select the output type (PDS, HTML, TXT or 

CSV) and specify a target for the report (a directory or email address) 

 

The last page of the wizard allows you to schedule the report, or run it now; 


