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Introduction

Advanced Event Viewer is an award winning application to centrially and manage all Windows

event logsand disk capacity R@F Yy OSR 9@Sy i +AS6SNI R2Say Qi NBIjdzA N
YySGg2N] FTYR A& R2SayQi NBI éxeMNBiewerfeligvasevent2 o06S Ay ai
remotely and isdlly multithreaded The program isa&sy to install and easy to use.

In version 2.0 you are able to select an internal database for small en medium sized organizations
and any Microsoft SQL Server for mediunfiai@e organizations.

Download Advanced Event Viewer
Advanced Event Viewer can be downloaded from:
http://www.AdvancedEventViewer.com/Download

Evaluate Advanced Event Viewer

Advanced Event Viewean be evaluated for 30 days. The evaluation version is fully functional and
R28Say Qi SELANB 0Sd3d Al R2SayQi ad2L) g2NJAy3I I Fi
Event Viewer after 30 days, the appropriate license is required.

Purchase Advanced Event Viewer

To calculate the number of licenses you need, count the number of systems you have added in
Advanced Event Viewer and each machine you run Advanced Event Viewey. groe.
management workstation)

For more information and to order Advanced Event Viewer, please visit our order site at:
http://www.AdvancedEventViewer.com/Order
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Installation

To install Advanced Event Viewer, simply dotdliek the setup MSI file available from:
http://www.AdvancedEventViewer.com/Download

Advanced Evert A SGSNJ R2Say Qi NBIdzANB Fyeé [3Syda G2 oS A
build in event viewer from Microsoft to retrieve events.

To install Advanced Event Viewer, yo must be a local administrator on the machine where the
program is installedand you need permissions to read the event logs of the servers that you want to
monitor using Advanced Event Viewer.

The supported operating systems are Windows 2000, XP, 2003, Vista, 2008, 2008 R2 and Windows 7.
Both x86 and x64.

Installation using the b uild in database

Advanced Event Viewer includes a build in database for easy installation. The build in database is
based on the popular SQLite database endittg{//www.sglite.org). This database is optimized for
small to medium networké75+ servers)Advanced Event Viewer also includes support for Microsoft
SQL Server based databases (all versions of Microsoft SQL&berMicrosoft SQL Server Exprgss

During the installation of Advanced Event Viewer, youadale to select the database you want to
use. After installation you can always modify the database type and location using the Preferences
dialog.

Installation using a Microsoft SQL Server database
Advanced Event Viewer allows you to use all versioMiafosoft SQL Server driMicrosoft SQL
Server Express.

During installation you are able to select the database of your choice. If you select Microsoft SQL
Server, Advanced Event Viewer will contact the SQL Server and check if an Advanced Event Viewer
datahbase is already present (named: AEVDB). If AEVDB is not already available on the selected SQL
Server, Advanced Event Viewer will offer you to create the database automatically.

Please note thaMicrosoft SQL Expres8 S F I dzf 1 O2 y ¥ A 3 dzNJ té dohgCtioRs2Toa Yy QU | §
modify this and allow remote connectiordza S SIQK Servér Surface Area Configurafion

Services and Connectignavailable in:

"%programfiles¥licrosoft SQIServeY90\ SharedSqISAC.exe"

Then go toSQLEXPRES®atabase Engine Remote Conections-> Local ad remote connections

(using TCP/I@  w S a (iSQNBervér KSRLEXPRESS) S NadfactD&e thie 2hange.

Windows Firewall configuration

LT &2dNJ 2 AyR264& { SNISNE |+ NB dziAyJRein®ts o0dzZAft R Ay 2
Administratiof 6 2 A Y R 2 ¢ Remeta BvgnbLo@Méhagemént 62 AYR2 6 &8 HANYy WHDU
in the FirewalExceptiondist.

You can test th¢Event log connection to your server by right clicking on the selected senvtdrd
dManaged Servegdab, and then seledng GAnalyze Server Connectird
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Using Advanced Event Viewer
This chapter describes the functionality of Advanced Event Viewer. It will show you how easy it is to
add all your servers and configure Advanced Event Viewer to suite your.needs

Adding Servers to Advanced Event Viewer
When Advanced Event Viewer is started for the first time, it will show you the following dialog;

i N

Welcome to Advanced Event Viewer

Advanced Event Viewer allows you to view all Event Logs of all
gystems in your network in a single consolidated list, Please specify the
systems from which you would like to see the Event Logs.

‘fou can Add computers by Mame or select them from the Active Directary,

LL Add computers by name

_e__%_ ) Add computers from Active Directory

Close

b

These options are also available via the menu bar.

Add computers by name

2 KSy @2dz Of A01 GKS dptioR, Rou @ift bé pidsérteN H&ith thefollgWiny S ¢
dialog

rﬁtdd Server I&1

Server Mame:

FileServer12 Add Server

Server Group Mame:
MyDomain |E| ‘i'ﬁ_.-_., Mew Group

[ specify credentials

e

You can enter the name or IP address of any server in your network. Optionally you can specify to

what Server Group you would like to add the servers. Advanced Event Viewer uses the logged on
credentials by default, but also allows you to enter alternate credenfiak.Sy &2 dz Of AO1 GKS
{ SNBSNE o0dzidi2ys ! ROl yOSR 9@Syli +ASoSNI oAttt O2ydl
permissions and if the server is available. You can enteraay servers as required. When you click

GKS a/t2aS8Sé¢ odzitd2ysz ! ROIFIYOSR 90Syli +ASESNI gAtft |
from the servers you added.
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Tip: to add the machine where Advanced Event Viewer is installed, simplytieateallS . € and
Of A0l GUKS &' RR {SNIBSNE odzit2yo

Add computers using the Activate Directory Browser

2 KSy @e2dz Ot A01 GKS 4! RR OevdaiceiE&nFiewerNil gresenOyolh S 5 A
with a dialog of alDrganizational Unit§OU) of your domain ¢dain computer accounts. You can

simply select a complete OU, or individual servers to be added to Advanced Event Viewer.

Removing servers from Advanced Event Viewer

¢t2 NBY2@0S ASNBUSNE FNRY ! ROl yOSR 90@Syitlickah Sg SNE &S
ASNBSNI FyR Of AO1 GKS awAl ¥ensdgsoBlieeoov&dRendrSWNII S NX ¢ 2
deleted from the Advanced Event Viewer database.

Retrieving Windows events logs

Advanced Event Viewer automatically detects ¢vent logbooks ofyour servers. By default,

Windows machines contain the Application, System and Security event log books. But of for example
52YFAYy O2y Dik&dylS&WNE KIS Sévér SPSyd f23 062214a | NB | f
Advanced Event Viewer will automatity show all event log books that are available. Also event log
022148 ONBIGSR o6& GKANR LI NG& LINPINFYa 6F2N SEF YL
event log books)

Manually retrieving events
After you have added at leashe machineto Advy OSR 9 @Sy i
odzit2y 2y (GKS a9@Syid [23 .2214&a¢
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Automatic retrieving events

Advanced Event Viewer also allows you to retrieve events automatically when the program is

running. Selectthe NEFSNBy O0Sa RAIFIf23> Of A01 { OKSRdzZ SNJ I yR
checkbox, 2dz Oly | faz2 OftAO01l GKS a!dzi2YFIGAO wSUNRSGI
Advanced Event Viewer screen).

-

Preferences L — ¢ - ﬁ1
Settings Scheduled Task
":} General Saved Reports
@, Retrieving Options
Displaying Options

L "<;J'J Mail Connection
i
<) Scheduler

& Miscellaneous

«a Disk Capacity Edit Rem
F Database Engine
g Enable automatic retrieval

Automatically retrieve events every:

Hide the retrieving dialog for automatic retrieval

r
i
=]
i

[ ox [ conee |

Scheduled event retrieval
Advanced Event Viewer allows you to schedule event retrieval and reporting. To setup, go to
t NEFSNBEYyOSa yR aSt SO0 GKS { OKSRdzZ SNJ GlFoad /€ AO]

Viewing Event Log records

Advanced Event Viewer supports sevevalys to view the event logs of your servers. By default, a
single view is presented of all your servers, grouped by event log book (e.g. Application, System,
Security).

Navigating Event Log records
All retrieved events are presented in a grid list, groupedevent log You can navigate the different
SPSyild t23 06221a QA GKS a9@Syd [23 .2214¢ RALFT 23
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Event Log Books

Event Log

)/ Application (10)

.} Security

.} System (9)

i Server Disk Capadity

. { HardwareEvents

.t Internet Explorer

__j Key Management Service
__¥ Media Center

12! Event Log Books

l;.‘EI Managed Servers

To view an individual event log, click the event record on the right side of the screen;

Application: Mumber of records in the database: 56 / Mumber of records filtered: 0 / Mumber of records in current view: 10

|[AII Types - ] [AII Records - ][AII Sources - ][AII Event IDs V”A" Users - ][AII Computers v]
Type Date and Time Source Category Event User Computer Occurred
l{ll Error 10-12-2009 22:13:12  WINWORD Mone a A WTRH 4

You can also double click on an event record to view the eveaildetialog;
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- |
Event Details — p— = ﬁ

System —
Type: 'ﬁ' Error Event ID: 1129 %
User: SYSTEM Ocourred: ] :
Time: 12-12-2009 14:15:37 6
Source: Microsoft-Windows-GroupPolicy —
Category:  Mone .:[-_:1

Computer:  W/RH
Message:

The processing of Group Policy failed because of ladk of network connectivity to a domain controller. This
may be a transient condition. A success message would be generated once the machine gets connected to
the domain controller and Group Policy has succesfully processed. If you do not see a success message
for several hours, then contact your administrator,

Click here to mark item as Reviewed,

More Information: Tools:
E Look in Microsoft Knowledge Base Lm Open Remote Desktop
Q Look in Event ID Database @ Open Event Viewer

Search on Google 3 Add to filter

b

To navigate events, use the arrow buttons on the top right of the dialog. You can also use the up and
down keys on the keyboard.

Direct link to the Microsoft Knowledge base

If you require more information regarding a selected event, dickS a[ 221 Ay aAONRa27Fi
FaSéeé F2NJ Y2NB AYTF2NNIGA2Yy®d | ROFYOSR 90Syid +*ASHS

start a search in the Microsoft Knowledge Base.

Direct link to Google
Advanced Event Viewer can also automatically start a haagarding the selected event using
D223tS o0& Of ARAW yE2 2Ff &K St 1y 1S® NO

Direct link to the Event ID database
¢t2 OASE (GKS AYyF2NX¥IFGA2Yy NBIAFNRAYy3a | aSt SOGSR S0S
908yt L5 5FGFol&a8é fAYy]®

Open Remote Desktop
To connect to the desktop of the selected machii@RDE  Of A O] GKS GhLISyYy wSY2aS

Open Event Viewer
I RANBOUG fAYy]l (G2 aAONRaz2F0Qa o0dAfR Ay aAYLIE AaGAC
link.
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Add to filter

Advanced Event Viewer retrieves all events of your servers. By default, only Warning, Error, Audit
Failure and Critical events are retrieved and displayed. To filter out any event you do not want to see
FyevY2NBs OftAO] G(GKS 6! RR (2 FAELASNE fAYy]®

TomodifytheF At G SNE Of AO01 GKS dalyl 38 CAfGSNEE fAY]

Wildcards are supported. E.g. Event Soutegchange Will filter out all events witiExchangén the
event source)Event filters are not case sensitive.

Modifying the view

Using the View filterAdvanced Event Viewer allows you to view the events of the selected period;

Event Log Books «
ACC
Ew filter: [Current Day T] pin

Remember last Update [ Get Only Mew
Conzolidated View
[ ] tndude event descriptions

ﬂ Get Events

By default, Advanced Event Viewer will consolidate repeated events. To modify this behavior,
dzy OKSO1 GKS &/ 2y&az2t ARIFGS +AS6¢ OKSOl102E®

Event Log Books «
ACC
View filter: [Current Day v] Fin

Remember last Update [ Get Only Mew
Consolidated View
[ ]Incude event descriptions

A Get Events

Events that occur repeatedly will be shoance in Advanced Event Viewsy default.The
GhOOdzNBRe¢ 0O2fdzyy gAfft aK2g &2dz K2g Yl ye

(et
>
_<
w
Q)¢

System: MNumber of records in the database: 54 / Mumber of records filkered: 0 / Number of records in current view: 9

’AIITypes v”.l'—\ll Records v”.l'-\.ll Sources v”.l'-\ll Event IDs v”.l'-\ll Users '][J'—\H CompL

Type Date and Time Source Category Event User Computer Occurred
A1y Warning 12-12-2009 14:15:41  Microsoft-Windows-DMNS-Client Mone 1014 METWORK SERVICE  W7RH 6
I@I Error 12-12-2009 14:15:37  Microsoft-Windows-GroupPolicy Mone 1129 Rhuijgen WTRH 6
I@I Errar 12-12-2009 14:15:37  Microsoft-Windows-GroupPolicy Mone 1129 SYSTEM W7RH 6
/1, Warning 12-12-2009 14:15:34  Microsoft-Windows-Time-Service Mone 134 LOCAL SERVICE W7RH 14
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Consolidation of events is per server. The Event Type, Source, Category, Event ID, etc are used to

consolidate events. To also include thefpve 5 SAONRA LIWGA 2y X OKSO]l GKS 4Ly Of
checkbox.

Quick Filters
The Quick Filters option allows you to set quick filters on the events list.

System: Mumber ofrecoﬁ in the database: 54 / Number of records filkered: 0 / Mumber ofrecord_s in current view: 9
All Types - ”J'—\H Records v”.l'-\.ll Sources - ”J‘-\ll Event IDs - ”J‘-\ll Users - ][AJI CompL
Type Date and Time Source Category Event User Computer Occurred
Al Warning 12-12-2009 14:15:41  Microsoft-Windows-DN5-Client Mone 1014 METWORK SERVICE  W7RH 6
[]'. Error 12-12-2009 14:15:37  Microsoft-Windows-GroupPolicy Mone 1129 Rhuijgen WTRH 6
[]'. Errar 12-12-2009 14:15:37  Microsoft-Windows-GroupPolicy Mone 1129 SYSTEM W7RH 6
/1, Warning 12-12-2009 14:15:34  Microsoft-Windows-Time-Service Mone 134 LOCAL SERVICE W7RH 14

w

9Bl YLX S aK2gAy3 SOSydGa TNRBY dzaSNJ G[h/ ! [ {9wxL/ 9%

System: Mumber of records in the database: 54 / Number of records filkered: 0 f Number of records in current vi

A
[AIITypes V”N| Records V][AII Sources v“.l'-\ll Event IDs | LOCAL SERVICE v] All Compu V]
Type Date and Time Source Category Event User (Computer Occurred
A1y, Warning 12-12-2009 14:15:34  Microsoft-Windows-Time-Service Mone 134 LOCAL SERVICE WIRH 14
A1y, Warning 12-12-2009 14:15:34  Microsoft-Windows-Time-Service Mone 36 LOCAL SERVICE WIRH 2

Event Log Types (application, security, etc)

Advanced Event Viewer automatically detects all event log books available on your servers. To
navigate the events, click an event log book on the left side of the screen;

Event Log Books

Event Log

1} Application (10)

¥ Security

_J System (3)

i Server Disk Capadity

._¥ HardwareEvents

.} Internet Explorer

F.* Key Management Service
¥ Media Center

12! Event Log Books

|-_:EI Managed Servers
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Monitoring disk capacity

Advanced Event Viewer also monitors the disk capacigy ®fdzNJ & SNIBSNER ® / £ A O]

2y

I+ LI OAGee G2 @OASg GKS F@FAtrofS RAal OF LI OAGeE

Event Log Books

EventLog

)/ Application {10)

¥ Security

/ System (9)

= Server Disk Capadty I

. { HardwareEvents

__¥ Internet Explarer

._,;' Key Management Service
. Media Center

You will be presented with the following overview of the available disk capacity of your servers

Server Disk Capadity: Mumber of records in the database: 27 [ Number of records filkered: 0 / Mumber of records in current view: 2

[Errors and Warnings V]

Server Drive  Free Space Size File System Marked Dirty  Link
PN MLSQLO1 C: 14,75% (5,90 GB) 40,00 GB MNTFS False WHL1SQLO1VCS
@ opowmc E: 9,11% (15,74 GB) 172,79GE  NIFS False VDOMINO-MIGRATEES

When you doubleclick ona record, Windows Explorer will be opened to the selected disk.

Folder Tree Size Scanner

Advanced Event Viewer also includes a build in Tree Size scanner allowing you to see what directories
or files are using up disk space on the selected serv&. TSy > Of A O] GKS aC2t RSNJ ¢

button in the menu bar;

+1 Folder Tree Size Scan

AAAAA

¢2 a0Ly (GKS aStSOGSR RA&ZLS OfAO] GKS &{OFyé
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d . ™
47 Folder Tree Size Scanner E@g
Thread Options
Thread Priorit Lower Priority
Status:  Folder scanning in progress! Please wait ..
Folder Mame Size & Percent MName Size  Item type Date modi *
4 D3 15,2168 100,00% || || addins File folder 14-7-200¢
7,48 GB 48,17 % | AppCompat File folder 14-7-200¢( _
. Program Files 373,15 MB 2,43 % | AppPatch File folder 23-11-200
- | )y Users 220,50 MB 1,42 % . assembly File folder 24-11-201
- |, Program Files (x86) 154,62 MB 0,99 % . BitLockerDiscove... File folder 14-7-200¢—
| ProgramData 9,34 MB 0,06 % . Boot File folder 14-7-200¢
‘|, SRecyde.Bin 0,13KB 0,00 % . Branding File folder 14-7-200¢
| Temp 0,06 KB 0,00 % J Cluster File folder 24-11-20(
| System Volume Information 0,00 KB 0,00 % JCsC File folder 3-11-200¢
. Recovery 0,00 KB 0,00 % J Cursors F!Ie folder 14-7-200¢
| Perflogs 0,00 KB 0,00 % . debug File folder 30-11-200
) ) ) ool
| Documents and Settings 0,00 KB 0,00 % || - diagnostics File folder 14-7-200¢
. DigitalLocker File folder 14-7-200¢
| Downloaded Pro... File folder 14-7-200¢
J ehome File folder 23-11-200
Jen-Us File folder 14-7-200¢
\aFonts File folder 14-7-200¢
| Globalization File folder 14-7-200¢
. Help File folder 14-7-200¢
. IME File folder 14-7-200¢
Jinf File folder 30-11-200 _
2 I' s = e l.....;.,
39681 Files 5965 Folders WIRH\DS\Windows
A

Using the frame on the right, you will be able to perform actions like deleting the selected file or
folder.

[ = -
4 Folder Tree Size Scanner E@g

Root Folder:
\WRHDS ﬂ Open
7-Zip (3 =
Browse ... ] ’ Scan
Share with 3
Status:  Folder scanning was canceled.
- Restore previous versions
Folder Name Size & Percent Mame ) ] Date m *
4 | DS 18,25 GB 100,00 % : addins Create ISO image file e
|} Windows 10,52 GB 57,64 % || || AppCom Send to v 1472
- | Program Files 378,15MB 2,02 % | AppPatch 93-11-] 35
- | Users 220,80 MB 1,18 % | assembly Cut 24-11-
- || Program Files (x86) 154,62 MB 0,83 % . BitLocken Copy 14-7-2—
| ProgramData 9,34 MB 0,05 % / Boot 14-7-21
| SRecyde.Bin 0,13KB 0,00 % . Branding| Create shortcut 14-7-21
| Temp 0,06 KB 0,00% || . Cluster Delete 24-11-
J System Volume Information 0,00 KB 0,00 % 4 C5C Rename 3-11-2
| Recovery 0,00 KB 0,00 % || - Cursers 14-7-2
| Perflogs 0,00 KB 0,00 % || - debug Properties 3011
| Documents and Settings 0,00 KB 0,00 % || 14 diagnos 14-7-2
. DigitalLocker File folder 14-7-21
|« Downloaded Progra. .. File folder 14-7-21
| ehome File folder 23-11-
LenUs File folder 14-7-21
aFonts File folder 14-7-21
|« Globalization File folder 14-7-21
| Help File folder 14-7-21
./ IME File folder 14-7-2
Lo inf File folder 30-11- _
< |' — 1 S | —“;
39681 Files 5965 Folders  \WW7RH\D$\Windows
[ o
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Filtering event records
| ROl yOSR 9@Syid +ASgSNIIff2pa &2dz 42 FALGSNI NBEO2N
CAfOSNE odzitGz2y o

System: Mumber of records in the database: 27 [ Mumber of records filtered: 0 / Number of records in current view: 2

[AJI Types - ][.ﬁ.]l Records - ][AJI Sources - ][AJI Event IDs - ][LDCAL SERVICE
Type * Date and Time Source Category Event User
A1y Warning 12-12-2009 14:15:34  Microsoft-Windows-Time-Service MNone 134 LOCAL SERVICE
/1, Warning 12-12-2009 14:15:34  Migr—"——" T = 36 LOCAL SERVICE

Clear All Events

Mark Items as Reviewed
Remove Reviewed Mark from Items

Add to Filter

Bl A«

Mark as Reviewed
2dz Oy alN)] |y S@Syid a4 wSOAS6SR OAl GKS dal NJ

System: Mumber of records in the database: 27 / Mumber of records filtered: 0 / Number of records in current view: 2

[AJI Types - ][n]l Records v”.IEI.JI Sources - ][AJI Event IDs - ][LDCAL SERVICE ][
Type * Date and Time Source Category Ewvent User

A1y, Warning 12-12-2009 14:15:34  Microsoft-Windows-Time-Service Mone 134 LOCAL SERVICE

/1, Warning 12-12-2009 14:15:34  Microsaft-Windows-Time-Service Mone 36 LOCAL SERVICE

Clear All EBvents

S Mark Items as Reviewed

* Eernove Reviewed Mark from Items

Creating reports
Advanced Event Viewancludes a build in Reports Manager to create and schedule reports of your
ASNIBSNED® ! aS G KS baétonNdSstartitle ReporbV@izard;w S LJ2 NIi €
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Follow all steps in the wizariihed w S LJ2 NIi paGe? delect tiiefoutput type (PDS, HTML, TXT or
CSVand specify a target for the report (a directory or email address)

The last page of the wizard allows you to schedule the report, or run it now;
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